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ABSTRACT: A phishing website is a fraudulent website designed to trick users into believing it is a legitimate website.
They often copy the look and feel of trusted websites such as banks, social media platforms or online stores. The goal is
to trick visitors into entering sensitive information that an attacker could use for malicious purposes, such as access to
credentials or financial information.

KEYWORDS: Fraud, deception, imitation, sensitive information, evidence, money, bad faith.
L. INTRODUCTION

Phishing websites are fake online platforms designed to look like legitimate websites. They usually follow the opinions
of reliable sources such as banks, social media platforms or online stores. The main purpose of these scam websites is
to trick users into revealing sensitive information such as passwords, credit card numbers or personal information. This
information is used by cybercriminals to commit various crimes and poses a serious threat to network security.
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II. PHIAHING WEBSITE FEATURES TECHNOLOGIES AND STANDARDS

The following section provides a brief overview of the norms used for Phishing website features.

Phishing websites pose a significant threat to cybersecurity, and using machine learning to detect these
threats is an effective strategy. Here's an overview of how machine learning technologies and human-Al
language standards can be leveraged to identify phishing websites:

1. Features of Phishing Websites
e URL Characteristics:
o Length: Phishing URLs tend to be longer and more complex.
o Domain Age: Many phishing websites are newly created.
o HTTPS: Absence of HTTPS can be a red flag, though not always.
o Special Characters: Presence of unusual characters or excessive subdomains.
Content-Based Features:
o Keywords: Use of urgent or alarming language (e.g., "urgent," "immediate action required").
o Visual Similarity: Mimicking the appearance of legitimate websites.
o Login Forms: Presence of login forms on non-login pages.
Technical Indicators:
o IP Address: Direct IP addresses rather than domain names.
o Server Location: Inconsistencies in server locations.
Behavioral Features:
o Traffic Patterns: Unusual traffic spikes.
o User Behavior: Analysis of user interaction patterns.

2. Machine Learning Techniques
e Supervised Learning:
o Classification Algorithms: Decision Trees, Random Forest, Support Vector Machines (SVM),
Neural Networks.
o Training Data: Labeled datasets with features of phishing and legitimate websites.
o Feature Selection: Identifying and selecting the most relevant features.
e Unsupervised Learning:
o Clustering: Identifying patterns and grouping similar phishing websites.
o Anomaly Detection: Detecting outliers that deviate from normal behavior.
Natural Language Processing (NLP):
o Text Analysis: Analyzing the language used in website content and emails.
o Sentiment Analysis: Understanding the tone and urgency of the content.
Ensemble Methods:
o Combining multiple machine learning models to improve accuracy.

III. METHODOLOGY

Phishing websites pose significant threats by masquerading as legitimate sites to deceive users into providing sensitive
information. Machine learning (ML) methodologies have emerged as effective tools for detecting such phishing
attempts by analyzing various features of URLs and web pages. Below is a detailed overview of the features and
methodologies used in phishing website detection through machine learning.

The detection of phishing websites typically involves extracting a variety of features from both phishing and legitimate
URLSs. Common categories of features include:

1. Address Bar Features
Length of URL: Phishing URLSs are often longer than legitimate ones.
Presence of HTTPS: Legitimate sites usually have HTTPS, while many phishing sites do not.
Use of IP Address: Phishing sites may use an IP address instead of a domain name.

IJMRSET © 2024 |  AnISO 9001:2008 Certified Journal | 12656


http://www.ijmrset.com/

International Journal of Multidisciplinary Research in Science, Engineering and Technology (IJMRSET)

&

e ;{HL | Volume 7, Issue 7, July 2024 |

| ISSN: 2582-7219 | www.ijmrset.com | Impact Factor: 7.521| Monthly, Peer Reviewed & Referred Journal|

Iimesel | DOI1:10.15680/IJMRSET.2024.0707131 |

Domain Features
Domain Age: New domains are often used for phishing.
Domain Registration Details: Information such as WHOIS data can indicate legitimacy.

HTML and JavaScript Features
Presence of Forms: Phishing sites often contain forms to capture user data.
JavaScript Usage: Excessive or suspicious JavaScript can indicate phishing.

Content-Based Features
Text and Image Analysis: Analyzing the content of the webpage for similarities to known legitimate sites.

. Behavioral Features

User Interaction Patterns: Monitoring how users interact with the site can reveal phishing attempts.
Machine Learning Methodologies

Various machine-learning techniques are employed to classify URLs as phishing or legitimate. These include:

Supervised Learning

Classification Algorithms: Models such as Decision Trees, Random Forests, Support Vector Machines (SVM),
and Neural Networks are trained on labeled datasets to classify URLs.

Unsupervised Learning

Anomaly Detection: This method identifies patterns and anomalies in unlabeled data, which may indicate phishing.

Deep Learning

Convolutional Neural Networks (CNNs): Used for analyzing images and complex patterns in web pages.
Recurrent Neural Networks (RNN5s): Effective in processing sequences, such as user interaction logs.

Ensemble Learning

Combining Models: Techniques that combine multiple models to improve detection accuracy and robustness.
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IV. EXPERIMENTAL RESULTS
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Figure 6. DETAILS OF ATTACK

V. CONCLUSION

A categorization model for phishing assaults was developed in this work, and the aspects of the attacks were outlined in
this study, as well. Features extracted from websites and a categorization section are part of this method's components.
We have developed a set of phishing feature extraction criteria that we have applied to the process of getting new
features. Classifying these characteristics was done using SVM, NB, and ELM. It was found that the ELM performed
best when six distinct activation functions were tested.
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