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ABSTRACT: In Nepal, honey trap scams have become a major social and cybersecurity issue, taking advantage of
victims' emotional and romantic vulnerabilities to extract money. Scammers frequently target weaker people, which can
result in compromised personal information, monetary losses, and psychological distress. The frequency, strategy, and
social effects of honey trap scams in Nepal are examined in this paper, along with an examination of current defences.
It also provides doable suggestions for reducing these risks via increased public awareness, legislative changes,
technology advancements, and support networks. By tackling the underlying reasons and putting strong security
measures in place, Nepal can lessen the frequency of these frauds and promote a safer online environment.
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1. INTRODUCTION

Nepal now has unmatched access to communication and information channels thanks to its technical advancements.
However, this advancement has also led to a number of cybersecurity problems, such as honey trap frauds. Through
social networking sites and instant messaging apps, these dishonest tactics typically target people's emotional
vulnerabilities. The purpose of this study is to investigate this phenomenon, identify its root causes, and suggest
solutions tailored to the environment of Nepal.

II. LITERATURE REVIEW

2.a Global Context

Honey trap scams are happening on a global scale as cases have been found in India, China, and other South Asian
countries. The research shows that the crooks use online anonymity and the cultural prohibitions about accepting help
to undermine them into the victims' minder and thus get the victims to obey them.

2.b Nepal's Case
In Nepal, honey trap scams have increased in Kathmandu and other urban areas where the criminals trick the victims
into falling in love with a fake person only to end up being deceived in financial and reputational terms.

III. METHODOLOGY

With an emphasis on case studies, first-hand recollections, and secondary data analysis, this study combines qualitative
and quantitative methodologies to examine honey trap frauds in Nepal. To guarantee a thorough and solid investigation
of the subject, the following strategies were used:

3.a Analysis of Case Studies

To find trends in the reporting and execution of honey trap scams, Nepal's Cyber Bureau's police reports and court case
files were examined. These records shed light on:

e  The demographics of the offenders and victims.

e The methods by which frauds are escalated and communication is made.

e  Results of cases that have been reported, such as arrests and court cases.

IJMRSET © 2024 | AnISO 9001:2008 Certified Journal | 17577



©2024 IJMRSET | Volume 7, Issue 12, December 2024| DOI: 10.15680/IJMRSET.2024.0712013

| ERINHpALyZrPAVE | www.ijmrset.com | Impact Factor: 7.521| ESTD Year: 2018

& =, . . pe e pe } .
by International Journal of Multidisciplinary Research in
= ko) o .

E . . .

‘EHLW'" Science, Engineering and Technology (IJMRSET)

Ilmns Ef (A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

3.b Expert and Victim Interviews

Interviews that were semi-structured were done with:

Victims: To comprehend their experiences, the methods of manipulation, and the effects on their life, both personal and

professional. Confidentiality was stressed in interviews to promote candid conversations.

e Law enforcement officials and cybersecurity specialists: to learn more about the efficacy of present legislation,
difficulties facing law enforcement, and preventive actions.

3.c Analysis of Quantitative Data

We looked at data on honey trap frauds that were reported from both public and cybersecurity sources. Among the
main areas of concentration were:

How frequently occurrences occur and where they occur.

e  Victims suffered monetary losses.

e  Victims' socioeconomic status, age, and gender.

3.d Review of Secondary Data

In order to put the rise of honey trap scams in Nepal into context and contrast it with comparable trends in other areas,
existing literature, news reports, and scholarly publications were examined. Systemic weaknesses and societal variables
that contribute to the problem were identified with the aid of this data.

3.e Moral Points to Think About

The research complied with stringent ethical standards, guaranteeing that:

e Victims' personal information was anonymised.

o To prevent additional stigmatisation or participant damage, sensitive data was handled carefully.

This study offers a comprehensive overview of honey trap scams, their socio-legal ramifications, and mitigation
solutions by integrating various data sources and analytical methodologies.

IV. FINDINGS

In Nepal, honey trap scams use strategic tactics to recruit victims by taking advantage of social vulnerabilities and
internet platforms. Their operational strategies are demonstrated in the following steps:

4.a Social media initiation

In order to communicate with victims, perpetrators frequently use messaging apps like WhatsApp or social media sites
like Facebook.

e Fake Profiles: Con artists make eye-catching phoney profiles, frequently with glitzy images or alluring characters.
e Approach: They strike up discussions with gullible people and progressively establish rapport.

4.b Emotional Control

Once communication has been established, scammers use personal chats or complex stories to take advantage of

victims' emotional weaknesses.

e  False Scenarios: It's common to make claims of loneliness, financial hardship, or made-up personal issues.

e Building Trust: By employing these strategies, offenders hope to win the victim's trust and increase their
receptivity to demands or deceptive behaviour.

4.c Profile of the Victim

e Middle-aged Men: Due to their ignorance of internet frauds, these people—who frequently have low levels of
digital literacy—are the main targets.

e Young Professionals: People looking for online friendship are particularly at risk, particularly those who interact
with strangers on social media.
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4.d Social Impact

4. d.1 Monetary Losses

In many cases, victims lose large amounts of money—sometimes all of their savings—in order to keep false or
compromised information from being revealed.

4. d.2 Mental Health Condition

Among the psychological harm caused by honey trap schemes are:

e Fear of being seen by friends, relatives, or co-workers is anxiety.

e  Depression: Shame and a sense of powerlessness are common.

e Social Isolation: Out of embarrassment, victims may avoid social situations.

4.d.3 The stigma associated with culture

Victims are reluctant to report these crimes in Nepalese society since talking about love and sexual exploitation is
frowned upon. Perpetrators are allowed to continue their operations unhindered by this hesitation.
Through comprehension of these components, interested parties can create focused preventative plans and assistance
systems to successfully counteract honey trap frauds.

V. DISCUSSION

Social weaknesses, insufficient digital security, and changing scam strategies have all contributed to the rise of honey
trap frauds in Nepal. In addition to assessing current countermeasures and highlighting weaknesses in the current
system, this section looks at why Nepal is especially vulnerable.

5.a The Reasons Nepal Is at Risk

Growing Internet Use Despite Low Levels of Digital Literacy

The swift expansion of internet access in Nepal has surpassed the rise in digital literacy among its populace. Many

people are ignorant of such frauds, particularly those who live in remote places or have little exposure to online

dangers.

e  Users are easy prey for frauds when they don't comprehend safe communication and internet privacy settings.

e Due to a lack of exposure to cybersecurity education, older folks and those who are new to the digital world are
disproportionately impacted.

Talking about romantic or sexual exploitation is taboo in certain cultures.

Topics pertaining to romantic or sexual exploitation are frequently viewed as taboo in Nepalese society, which

discourages candid conversations or reporting.

e Because honey trap scam victims are socially stigmatised, they are reluctant to ask for social or legal help.

e In order to further extort victims, scammers take advantage of this cultural silence and the dread of being
discovered.

5.b Current Countermeasures

Campaigns to Raise Awareness of Cybercrime

Programs have been launched by the Nepal Police Cyber Bureau to increase public awareness of cybercrimes, such as
honey trap frauds. These advertisements highlight:

e  Educating the public about identifying fraudulent schemes and being secure online.

e  Giving instructions on how to report cybercrimes via the proper channels.

Community-Based Projects

Initiatives to encourage digital literacy and teach communities about safe internet usage have been started by NGOs and
local groups. The goal of these initiatives is to equip people with the knowledge they need to identify and steer clear of
frauds.
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Gaps in Present Efforts:

Inadequate Victim Support and Reporting Mechanisms:

e  Although there are cybercrime units, they frequently aren't able to offer victim-friendly, anonymous, and easily
accessible reporting systems.

e Counselling programs and other psychological help for victims are still in their infancy, leaving people to handle
emotional trauma on their own.

Inadequate Laws

The legal procedures in Nepal have not completely changed to handle the subtleties of cyber fraud and online extortion.

e  Current legislation has little provisions for punishing online scams and focusses mainly on traditional crimes.

e Effective action is hampered by the lack of international cooperation with platforms like Facebook and WhatsApp
for the prevention of scams and the gathering of evidence.

VI. RECOMMENDATIONS

To combat the growing threat of honey trap scams, a multi-faceted approach involving public education, legal reforms,

technical advancements, and robust support systems is essential. Below are specific recommendations:

6. a. Awareness of the Public

Preventing victimisation requires increasing knowledge about honey trap frauds.

e Educational Campaigns: Start national campaigns to educate the public about the dangers and strategies of honey
trap frauds via social media, television, and local events.

e Programs for Targeted Digital Literacy: Target vulnerable populations, such as middle-aged people and rural
communities, to educate them on safe online conduct, how to spot frauds, and how to safeguard personal data.

6. b. Reforms in the Law

Victims can receive justice and offenders can be discouraged by strengthening the legal system.

e  Particular Law: Modify current cybercrime laws to specifically address online extortion, cyber harassment, and
honey trap frauds.

e  Stricter punishments: To discourage criminal conduct and convey the gravity of these acts, impose harsher
punishments on offenders.

e Cross-Border Cooperation: To speed up investigations and find criminals operating from other nations, collaborate
with global platforms such as Facebook and WhatsApp.

6. c. Technical Remedies

Using technology to detect and stop honey trap scams can be beneficial.

e  Profile Verification: To lessen the number of fraudulent accounts, encourage social media and messaging services
to impose more stringent verification procedures.

e Activity Monitoring: To spot questionable activities, such persistent connection requests to strangers or phrase
patterns linked to scams, use Al-driven solutions.

e  Mechanisms for Reporting: Provide easy-to-use, anonymous reporting platforms so that victims can report scams
without worrying about being judged.

6. d. Systems of Support

Giving victims legal and psychological support is crucial to their healing.

e Counselling Services: To help victims cope with emotional trauma and exposure anxiety, set up specialised
hotlines and counselling facilities.

e Collaboration between Law Enforcement and NGOs: Encourage collaborations between the Nepal Police Cyber
Bureau and NGOs to provide all-encompassing aid, such as financial recovery, emotional support, and legal
counsel.
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VII. CONCLUSION

A serious and growing menace to Nepalese society, honey trap scams take advantage of cultural sensitivities and

pervasive lack of computer knowledge to take advantage of gullible people. The lack of strong legal and technological

protections and the fear of social rejection are the two main factors that allow these scams to flourish. To tackle this

expanding problem, a multifaceted strategy is essential:

e Education and Awareness: Targeted digital literacy initiatives and public awareness campaigns can enable people
to identify and steer clear of online scams.

e Legal Reform: Improving sanctions for violators and revising legislation to combat cyber extortion can serve as a
deterrence.

e Community Involvement: Law enforcement, non-governmental organisations, and private sector partners working
together can foster a victim-supportive atmosphere.

Nepal has the chance to lessen the effects of honey trap frauds, create a safer online environment, and shield its people

from exploitation with concerted and persistent efforts.
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