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ABSTRACT: With the rapid growth of cloud email services, email encryption is beginning to be used more and more 

to alleviate concerns about cloud privacy and security. However, this increase in usage invites the problem of how to 

search and filter encrypted emails effectively. Searchable public key encryption is a popular technology to solve 

encrypted email searching, but encrypted email filtering is still an open problem. We propose a Blended cloud email 

looking and separating plan thinking about stowed away system as a new solution. It enables the recipient to search the 

encrypted cloud email keywords and allows the email filtering server to filter the encrypted email content when 

receiving the email, as the traditional email keyword filtering service. Our hidden policy scheme is constructed by 

Composite order bilinear groups and proven secure by dual system encryption methodology. Our scheme can be 

applied to other scenarios such as file searching and filtering and has certain practical value. 

 

I. INTRODUCTION 

 

The total number of business and consumer emails sent and received per day will exceed 319 billion in 2021 and is 

forecast to grow to over 376 billion by year-end 2025. Cloud-based email services are seeing rapid growth. The benefits 

of cloud adoption are clear to all organizations, and an increasing number of organizations, of all sizes, are choosing to 

migrate to cloud email and collaboration services. Cloud email providers are beginning to provide more security 

features, such as email encryption, archiving, and other security related services, which are helping to ease users 

concerns about cloud privacy and security. Email encryption also creates some problems, such as how users are to 

search for emails without needing bothersome decryption or how the relevant servers are supposed to filter the content 

of emails (email-related laws in every country or region require the filtering of emails, such as spam, spam containing 

malicious code, etc.). Moreover, in searching and filtering, cloud servers cannot obtain information about the content of 

emails. Thus, the main problem we are facing now is how to make it as easy for users to search and filter for encrypted 

email as it is to search and filter for unencrypted ones in the traditional system. Searchable public key encryption was 

proposed to address this problem. Searchable encryption is divided into searchable symmetric encryption and 

searchable public key encryption. Searchable public key encryption is suitable for encrypted email search scenarios. 

The first to put forward the notion of a public key encryption scheme with keyword search (PEKS), which has 

application in identity based encryption (IBE) email system. This scheme allows gateways in communication systems 

to retrieve and determine whether the received email contains keywords to be searched. This solution created the use of 

searchable encryption technology to solve the searching problem of encrypted email. Subsequently, many PEKS 

schemes claim to be used in encrypted email searching. Recently, there were some PEKS schemes for encrypted email. 

Xu et al. proposed an encrypted email multi-keyword search scheme with hidden structures. Li et al.  Proposed a new 

notion called designated-server identity-based authenticated encryption with keyword search for encrypted emails. 

Proposed a scheme supporting conjunctive keywords search without keyword field. The main security problem of 

searchable public key encryption is offline keyword guessing attack (KGA) that defined for PEKS. Proved that the 

sufficient condition for resisting keyword guessing attack is the indistinguishability of trapdoor. All three schemes 

prove the security of keyword trapdoor so that they can resist KGA. However, these schemes did not consider the 

filtering of encrypted email. Now encrypted email filtering is still an open problem. There have also been some PEKS 

schemes that have claimed to support encrypted email filtering, but they did not provide a detailed explanation on how 

to do so. Proposed an abstract and general encrypted email filtering scheme model. Email users could use some 

partially trusted proxy servers to filter out all encrypted emails recognized as spam according to their own requirements 

with their scheme. This process achieves the seemingly conflicting goal of hiding the email content on the proxy server 

and allowing the proxy server to determine whether the email is spam according to the user’s own settings. 
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Unfortunately, there are only two paragraphs of text description and a schematic diagram. However, we can see that 

their scheme model uses searchable encryption to solve this problem. Inspired by this, we came up with a solution. We 

only need to make the filtering server a particular recipient to solve the problem of encrypted email searching and 

filtering. Therefore, we decided to design an encrypted email searching and filtering scheme based on attribute-based 

encryption with keyword search (ABKS). Our Contribution: Under current circumstances, it would be difficult for an 

encrypted email to be searched by multiple recipients and filtered by a filter server. However, attribute-based 

encryption with keyword search, especially ciphertext-policy attribute-based encryption with keyword search 

(CPABKS), can solve this problem. Therefore, our solution is to design a CPABKS scheme for encrypted cloud email 

scenarios, aiming to enable both filtering and searching simultaneously. An additional recipient list is specially created 

when sending an email, and the filter server is added as the recipient. Attributes of users on this recipient list will form 

a set used as the access structure P of the encrypted keyword index. This way, only the recipients whose attributes meet 

the control policy can be successfully searched. The filter server can filter keywords within encrypted emails 

successfully, as the server is added to the additional recipient list. In order to resist KGA and make the scheme obtain 

full security, the Composite order bilinear groups are constructed to realize the policy hiding. According to this 

direction of thinking, we become the first to propose a hidden policy ciphertext-policy attribute-based encryption with 

keyword search (HPCPABKS) scheme to solve the problem of encrypted email searching and filtering. Our scheme is 

not filtering on the email gateway. Like some free email, it only provides recipient server-side filtering. Our scheme has 

the following advantages: 

 

Innovatively applies the ABKS design to the encrypted cloud email scenario. The sender creates an additional list of 

recipients for searching and filtering and adds the recipient filtering server to this list of recipients. The user ’ attributes 

in this recipient list are used as the access control policy of the encrypted keyword index. Therefore, the recipients can 

search keywords by their attributes, and, in turn, the recipient filtering server can filter keywords by its own attributes. 

Our scheme supports copying and grouping multiple emails at the same time and uses only one encrypted keyword 

index without any additional encrypted index computation costs.  

 

In our solution, we apply the dual system encryption methodology and the hidden policy to enhance privacy and obtain 

full security. It can resist KGA and satisfy the confidentiality of the encrypted email system.  

 

Our scheme has certain practical application value and can further expand anti-virus email protection functions 

according to malicious email reporting, email attachment processing. It is not only more suitable for encrypted cloud 

email searching and filtering scenarios, but it can also be extended to encrypted file searching and filtering, as well as 

other application scenarios. 

 

II. LITERATURE SURVEY 

 

In their 2021 paper, D. Boneh and M. Franklin discussed the concept of identity-based encryption (IBE) to provide a 

fully functional encryption scheme. The proposed scheme is chosen ciphertext secure in the random oracle model and 

is on a variant of the computational Diffie-Hellman problem. Their system utilizes bilinear maps between groups, with 

the Weil pairing on elliptic curves as an example. They provide precise definitions for secure identity-based encryption 

schemes and highlight several practical applications of these systems. 

 

In their 2021 paper, D. Boneh, G. Di Crescenzo, and R. Ostrovsky analysed the problem of searching encrypted data 

using public key systems. They introduced Public Key Encryption with Keyword Search (PEKS) to enable keyword-

specific searches on encrypted emails without exposing other information. For instance, an email gateway can detect 

keywords like “urgent” in emails encrypted under a recipient’s public key. They presented several constructions for this 

mechanism, allowing scenarios where Alice could enable a mail server to identify emails with specific keywords while 

ensuring the server learns nothing beyond the presence based for those keywords. 

 

In their 2021 paper, Q. Tang and L. Chen highlighted potential vulnerabilities in Public-key Encryption with Keyword 

Search (PEKS), such as the offline keyword guessing attack. To address this, they proposed Public-key Encryption with 

Registered Keyword Search (PERKS), which requires keyword preregistration. While this introduces some limitations, 
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their approach enhances security by preventing offline keyword guessing. They also introduced a PERKS construction 

that supports batch processing of multiple tags, reducing computational complexity and proving its security. 

 

In their 2021 paper, D. Boneh, A. Sahai, and B. Waters explored functional encryption as a transformative approach to 

public-key cryptography. They discussed how public-key encryption revolutionized secure communication, allowing 

two parties to exchange encrypted data without prior secret keys. They emphasized its widespread application in 

securing web communications, voice traffic, and storage systems. They traced its evolution, crediting foundational 

ideas to Diffie and Hellman, and highlighted the contemporary importance of these systems in secure information 

sharing. 

 

In their 2021 paper, M. Bartoletti and L. Pompianu conducted an empirical analysis of smart contracts, focusing on 

their platforms, applications, and design patterns. They described smart contracts as tamper-resistant programs executed 

on networks of mutually distrusting nodes. Their study compared platforms like Bitcoin and Ethereum, quantifying 

smart contract usage across various domains. By analysing programming patterns in Ethereum, they provided insights 

into the design and implementation of smart contracts and their potential for applications such as financial services. 

 

In their 2020 paper, S. Wang, D. Zhao, and Y. Zhang discussed a searchable attribute-based encryption scheme with 

attribute revocation tailored for cloud storage. Their scheme combines keyword search and access control to provide 

secure and flexible data retrieval. The keyword search mechanism is attribute-based, ensuring that only authorized 

users can decrypt retrieved ciphertexts. Supporting multiple keyword searches, their scheme is practical and secure 

under the decisional bilinear Diffie-Hellman exponent (q-BDHE) and decisional Diffie-Hellman (DDH) assumptions. 

 

Existing System:  

The total number of business and consumer emails sent and received per day will exceed 319 billion in 2021, and is 

forecast to grow to over 376 billion by year-end 2025. Cloud-based email services are seeing rapid growth. The benefits 

of cloud adoption are clear to all organizations, and an increasing number of organizations, of all sizes, are choosing to 

migrate to cloud email and collaboration services. Cloud email providers are beginning to provide more security 

features, such as email encryption, archiving, and other security related services, which are helping to ease users’ 
concerns about cloud privacy and security. Email encryption also creates some problems, such as how users are to 

search for emails without needing bothersome decryption or how the relevant servers are supposed to filter the content 

of emails. Moreover, in searching and filtering, cloud servers cannot obtain information about the content of emails. 

Thus, the main problem we are facing now is how to make it as easy for users to search and filter for encrypted email as 

it is to search and filter for unencrypted ones in the traditional system. 

 

Proposed System:  

In this paper, we propose a Blended Cloud email looking and separating plan thinking about stowed away system as a 

new solution. It enables the recipient to search the encrypted cloud email keywords and allows the email filtering server 

to filter the encrypted email content when receiving the email, as the traditional email keyword filtering service. Our 

hidden policy scheme is constructed by Composite order bilinear groups and proven secure by dual system encryption 

methodology. Our scheme can be applied to other scenarios such as file searching and filtering and has certain practical 

value. 

 

Proposed System Advantage:  

• Traditional email keyword filtering service.  

• Scheme can be applied to other scenarios such as file searching and filtering and has certain practical value. 

• Encrypted cloud email searching and filtering. 
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System Architecture  

 

 
 

Figure 1: System Architecture  

 

III. METHODOLOGY 

 

The system is organized into key modules, each designed to handle distinct aspects of the process. The modules are as 

follows:Data Collection 

• Sender 

• Receiver 

• Trusted Authority 

• Filtering Server 

 

3.1 Module Descriptions  

1. Sender 

To implement a system that allows a sender to register, send emails, and view emails, you can think about designing a 

simple email application.  

2. Receiver 

To build a system that allows a receiver to register, view emails, and read emails, you can follow a similar structure to 

the sender’s system but with a focus on receiving and managing incoming emails.  

3. Trusted Authority 

Creating a system that involves a trusted authority to manage and oversee user email activities, while providing the 

ability to view user attributes and emails, requires a well-thought-out architecture. This setup typically focuses on 

security, privacy, and user management, often found in organizational or enterprise email systems 

4. Filtering Server 

Implementing a filtering server that can filter attributes for various purposes (such as data retrieval, analysis, or access 

control) involves creating a system that allows users or administrators to apply specific criteria to retrieve or manipulate 

data based on defined attributes. 

 

IV. IMPLEMENTATION 

 

The system is implemented in web environment using struts framework. The apache tomcat is used as the web server 

and windows xp professional is used as the platform. Interface the user interface is based on Struts provides HTML 

Tag. 
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This project is implements like web application using Python and the Server process is maintained using the SOCKET 

& SERVERSOCKET and the Design part is played by Cascading Style Sheet. 

 

V. EXPERIMENTAL RESULTS 

 

Home page 

 

 
 

Figure 2:Home Page 

 

This is the default landing page, It provides an overview of the project and its purpose, highlighting the system's 

functionality related to cloud email management and data separation. 

 

Login Page  

 

 
 

Figure 3:Login Page 

 

In the login page user has to enter his/her username and password to login to the page. 

 

User Register Page 

 

 
 

Figure 4:User Register Page 
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Enter your details, including your full name, a valid email address, a strong password, and your department. Agree to 

the platform's terms of service and click "Register" to create your account. Existing users can click "Login here" to 

access their accounts with their credentials. 

 

Send Email 

 

 
 

Figure 5:Send Email 

 

Enter the sender's email address in the "From" field and the recipient's email address in the "To" field, ensuring both are 

valid and accurate. Add a concise title in the "Subject" field to convey the purpose of the email. Include relevant 

keywords for filtering or organizing and write a message in the email content area. Click "Submit" to send the email, 

and you may receive a confirmation upon successful delivery. 

 

View Email 

 

 
 

Figure 6:View Email 

 

Access the Inbox from the navigation bar to view all received emails. Each email is listed with details such as the 

sender's email address, subject line, and the date it was received. Click on any email to open it and view its full content, 

including the message body, attachments, and other details. 

 

VI. CONCLUSION 

 

Fake and clone profiles have become a very serious problem in online social networks. We hear some or the other 

threats caused by these profiles in everyday life. So a detection method has been proposed which can find both fake and 

clone Twitter profiles. For fake detection, a set of rules were used which when applied can classify fake and genuine 

profiles. Clone detection was carried out using Similarity Measures and C4.5 algorithm and a comparison was made to 
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check the performance. Clone detection using Similarity Measures worked better than C4.5 and was able to detect most 

of the clones which were fed into the system. 

 

VII. FUTURE ENHANCEMENT 

 

In the future, we need to improve the scheme further to make it more rapid and straightforward without reducing the 

security. In addition, our next work will also focus on multi keyword search and other query expression capabilities. 
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