e-ISSN:2582-7219

S P

INTERNATIONAL JOURNAL OF
MULTIDISCIPLINARY RESEARCH

IN SCIENCE, ENGINEERING AND TECHNOLOGY

Volume 7, Issue 7, July 2024

INTERNATIONAL
STANDARD

SERIAL Impact Factor: 7.521
NUMBER

INDIA

SA
! 6381 907 438 © 6381 907 438 P ijmrset@gmail.com . www.ijmrset.com



International Journal of Multidisciplinary Research in Science, Engineering and Technology (IJMRSET)

| ISSN: 2582-7219 | www.ijmrset.com | Impact Factor: 7.521| Monthly, Peer Reviewed & Referred Journal|

e
.;:*‘mL & | Volume 7, Issue 7, July 2024 |
limrse | DOI:10.15680/IJMRSET.2024.0707227|
Dark Web— Research and Analysis
Jyothi T, Satwik R M

Assistant Professor, Department of MCA, RNS Institute of Technology, Bengaluru, Karnataka, India
Student [RNSIT], Department of MCA, RNS Institute of Technology, Bengaluru, Karnataka, India

ABSTRACT: The Dark Web is a platform that allows users to remain anonymous while engaging in illegal activities
such as cybercrime, terrorism, and espionage. The network is accessed through the onion router, which provides
anonymity and makes itdifficult to track down criminals. This research paper presents an in-depth analysis of the crimes
committed on the Dark Web and their social, economic, and ethical impacts. The study suggests that more research is
needed to identify criminals on the Dark Web, and analyzing crypto markets and discussion forums can aid forensic
investigations. While the anonymity provided by the onion router can be used to catch criminals, it also poses
challenges in tracking them down. Law enforcement agencies need to develop innovative methods to overcome these
challengesand reduce crime threats on the platform
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I. INTRODUCTION

The Dark Web has become a significant hub for illegal activities carried out by cybercriminals, terrorists, and state-
sponsored spies. However, the anonymity offered by the Dark Web makes it difficult to track down criminals due to its
vast and unpredictable ecosystem. To address this issue, researchers conducted a Systematic Literature Review (SLR) to
analyze the crimes, their consequences, and potential solutions to reduce crime threats. The SLR involved selecting 65
relevant articles from leading electronic databases to extract and syn- thesize data for answering the research questions.
The results of the study provide comprehensive insights into the growing crimes in the Dark Web, including their social,
economic, and ethical impacts. The study also analyzed the challenges, estab-lished techniques, and methods to locate
criminals and their limitations. The study suggests that more in-depth research is necessary to identify criminals in the
Dark Web using new techniques. The analysis of crypto markets and Dark Web discussion forums is crucial for
forensic investigations, and digital evidence should be processed in a manner that follows law enforcement procedures
to seize criminals and shut down illicit sites in the Dark Web.

II. ABOUT DARK WEB

The Dark Web is a subset of the Deep Web that is typically accessed through private or peer-to-peer networks such as
Tor or Freenet. These networks rely on encryption to provide users with anonymity, making it difficult for supervisors
to monitor routing information or identify the true identities and locations of those involved in information
exchanges. For example, Tor uses onion routing to obscure users’ IP addresses and encrypts messages to bypass
content review by regulatory departments. However, this anonymity also allows for illegal activities such as
transactions, extremist speech, and terrorist planning. It should be noted that the domain names of onion websites do
not correspond to exact IP addresses, making tracking difficult. In this explanation, we will focus on Tor and its
related concepts.

A. Tor Web Introduction

Tor is a powerful software that enables anonymous com- munication networks. It operates through a vast network of
over 7,000 voluntary relay stations, redirecting internet traffic to keep users’ location and activity private from potential
network monitors and traffic analyzers. By utilizing Tor, it becomes significantly more challenging to track user’s
online activities, including website visits, instant messages, and other forms of communication. The primary objective
of Tor isto provide its users with a safe and confidential means of communication, safeguarding their privacy and
freedom by abstaining from monitoring their internet activity. The Tor network comprises five core elements,
including the onion router, directory server, hidden service directory server, hidden server, and client. Details are shown
below with an example (see Fig. 1)
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It consists of various components, including onion routers, relay nodes, directory servers, hidden service directory
servers,hidden servers, and onion proxy services

Onion routers are composed of a chain of relay nodes thatcan be divided into three categories: ingress, intermediate, and
egress relay nodes. These relay nodes help create a traffic circuit that allows users to browse the internet without
revealing their identity.

Directory servers provide clients with a list of trustworthy and available onion routers. They contain all the infor- mation
about the onion routers and are only accessible to clients during the initial setup process.

Hidden service directory servers use a distributed hash table to store service descriptors and storage servers. These
records list the introduction points of specific onionaddress hidden servers.

Hidden servers are basic servers in the Tor network that offer content such as web services. The anonymity of the
Tor network typically protects them, ensuring that only Tor clients can access various services on the hiddenserver.
Onion proxy services are offered by clients to users, allowing them to perform various TCP activities anony- mously.
Additionally, they connect to directory servers. The Tor hidden server starts by selecting three pre- agent introduction
nodes and uploading their public key information to the hidden directory server. When a client wants to access the
darknet hidden service, it establishes a 3-hop link to the hidden directory server to retrieve information about the
introduction nodes and their public keys. Once the client begins, it selects a sink node to use as its communication link
with the Tor darknet server and informs the server of this sink node’s information through the introduction node.
The client and hidden server both establish a link to the aggregation node, and communication can begin once the 6-
hop link is established. Throughout this process, no node can obtain the Tor client’s IP address, the hidden server’s IP
address, or the data content, ensuring that both parties remain anonymous. Although Tor is not a decentralized network,
it is a layered network that relies on a group of volunteers close to the Tor Foundation to operate a set of centralized
directory authorities. This high degree of centralization makes Tor vulnerable, as shutting down just five out of
the ten directory authority servers could destabilize the network and reduce its ability to interact with it. Moreover,
Tor only permits communication via TCP, and its capacity to support extended protocols is limited. Tor is also not
secure enough to resist witch attacks, which can decrypt all of a user’s data if the three relay nodes selected in a
row are all forged by the witch attack. Below is an example of how the or website looks like when accessed
(seeFig.2)
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Fig 1. Example Browser

B. Tor Anonymous Network

1. The Tor anonymous communication system is a dis- tributed network designed to protect user privacy and enable
secret communications without monitoring. It’s based on the Onion Routing algorithm and is the second generation of
onion routing technology that was initially researched by the National Defense Advanced Research Projects Agency in
1997 to safeguard communication security in the fleet. In 2004, the Tor anonymous com- munication system became
open source, with the primary aim of making it easier for more users to use the Tor anonymous network to confuse
traffic.
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2. The Tor network comprises three types of nodes: bridge relay nodes, relay nodes, and directory servers. To use Tor,
the system first communicates with the directory server to obtain information about active relay nodes. Based on
this information, Tor selects three nodes through which the anonymous communication traffic can pass before reaching
the target communicator. Tor achieves anonymity by using onion routing and random hopping nodes in relays around
the world, making it challenging for regulatory agencies to monitor.

3. Onion routers keep part of the entrance relay secret, which invalidates internet censorship that relies on shield- ing
Tor public nodes and encrypts the information in multiple layers. This ensures forward security between relay nodes
and anonymizes the user’s network location while avoiding the anonymous service under escrow by regulatory
agencies. To help users bypass government firewalls, Tor also provides bridge nodes that enable users to connect to the
Tor network across the firewall

4. Since neither the sender nor receiver’s IP addresses are transmitted in clear text through any relay, eavesdroppers
cannot identify both ends of the communication at the same time. Additionally, for the sender, the receiver’s exitnode is
its entrance node. In summary, the Tor anonymous communication system provides secure and anonymous
communication by making it difficult for eavesdroppers and regulatory agencies to monitor and identify users

C. Why people use the Dark Web

Anonymity: The Dark Web provides a high degree of anonymity, allowing users to browse the internet without
revealing their true identity or location. This can be especially important for individuals living in countries with
repressive regimes, where the government may monitor and censor online activity. It can also be useful for people
who have been victims of cyberstalking or who are concerned about the security of their online banking information.
While Tor (The Onion Router) is often associated with the Dark Web, it is important to note that Tor is primarily used
for anonymous browsing of the open web. Only a small percentage of Tor’s traffic is related to Hidden Services

Hidden Services: Hidden Services, also known as onion services, are websites that can only be accessed through the
Tor network. These sites are designed to protect the anonymity of both the user and the website, making it difficult to
determine the location Tor content of the site. While Hidden Services can be used for legitimate purposes, such as
whistleblowing or sharing sensitive information, they are often associated with illegal activi- ties. Many Hidden
Services require registration and some even have VIP sections that are accessible only through approval by
administrators. The majority of Hidden Ser- vices are believed to contain illicit material, ranging from drugs and
weapons to stolen credit card numbers and other types of fraud.

Illegal activity: The Dark Web is infamous for being a haven for illegal activity. While not all Dark Web activity is
illegal, it is widely believed that a significant amount of the activity taking place on the Dark Web involves criminal
activity. Examples include drug and weapons sales, human trafficking, and the sale of stolen personal information.
These illegal activities are often facilitated by Hidden Services that are difficult for law enforcement to track and shut
down. It’s worth noting that the Dark Web is not inherently illegal, and there are many legitimate uses for
anonymity and Hidden Services. However, the nature of the Dark Web makes it an attractive destination for criminals
and others seeking to operate outside the bounds of the law

III. RESEARCH METHODOLOGY
The conceptual operation of the application is represented in algorithm 1. This methodologies main task is to get a better
understanding of the current information that is available on dark web. It has a prime goal to collect and categorize sites

according to the topic that is given or been instructed to algorithm that we are going to use is given below.

A. Conceptual Algorithm

. obtain an entire list pf .onion sites that we need toanalyze;
. onduct a semantic analysis of all the sites in the givenlist of sites
. or every site

o Reterive the sites physically
o Carefully check the sites to generate a whole bunchof keywords with relevant occurrences
o Categorize the entire site based on the keywords youhave identified

Record each step of the process carefully

. repeat the steps 3-4 times for each site In the list so thatthere is no room for error
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B. Algorithim 2

The main goal of algorithim 2 is to have a global representation of the entire work so it can produce the necessary
function that is required for sematic analysis part .

We take API name Alyze and we open a an SSH tunnel so that we can have a communication with Alyze APIand
dark web sites which was hosted on Apache 2 server temporarily

Alyze API and the dark web site sucked up and tem- porarily Inhere we delete JSON file which is returned by API in
every iteration as it is no longer in need as all the necessary and essential information is already been transcribed in
the global JSON file where all analysis of list

Algorithm 2 Schematic algorithm of the methodology Inputs: - Sites: a list of all .onion sites

Outputs: - globalyjso : aJSONTile containingtheanalysisresults foreachsite(andpreviousanalyses) Step :
1.0OpenanSSHtunnel.

Step : 2.ForeachsiteintheSiteslist, dothefollowing :

-Empty the var/www/html directory.

-Remove any old JSON data from the API

-If the site has not been analyzed before:

-Aspire the site through the Tor network.

-If any errors occur during the process, move the site to the var/www/html directory.
-Perform a semantic analysis by calling Alyze’s API and retrieving the associated JSON data.
-Fill in the global jso file with the new analysis results.

-Classify the site.

-Else, if the site has previously encountered an error:

-Save the site’s URL and date in an error JSON file.

-End if.

-End for.

-Close the SSH tunnel.

IV. THREATS ON DARK WEB

The dark web is associated with seven primary threats, each of which requires a different approach to detection.
Cybercrim- inals use the dark web to steal sensitive information such as credit card numbers and personal data, often
using malware or ransomware. To detect cybercrime on the dark web, security professionals can use advanced
monitoring and analysis tools to identify patterns of behavior that suggest criminal activity. They can also use machine
learning algorithms to scan large volumes of data and flag suspicious activity.

Terrorist organizations also use the dark web for commu- nication, recruitment, and attack planning. Law
enforcement agencies and intelligence services can monitor communication channels used by these groups, such as chat
rooms and forums,to identify patterns of activity that suggest terrorist plotting.

Criminals on the dark web sell illegal goods and services, including drugs, weapons, and stolen personal data. To detect
illegal activity on the dark web, law enforcement agencies can use advanced monitoring and analysis tools to scan
online marketplaces and forums. They can monitor cryptocurrency transactions, identify patterns of behavior that
suggest criminalactivity, and use undercover operations to infiltrate criminal networks.

The dark web is notorious for being a hub of child ex- ploitation and trafficking. Law enforcement agencies can use
specialized software to monitor and analyze online activity related to this crime. They can use advanced image
recognition tools to identify illegal images and videos, track financial transactions related to child exploitation, and use
undercover operations to infiltrate criminal networks.

Criminals on the dark web also use various types of fraud to steal money and sensitive data from victims. To detect fraud
on the dark web, security professionals can use machine learning algorithms to scan large volumes of data and identify
patterns of behavior that suggest criminal activity. They can also use advanced monitoring tools to track cryptocurrency
transactionsand identify patterns of behavior that suggest fraud.

Intelligence agencies use the dark web to gather information on other countries and organizations. Law enforcement

agen- cies can monitor communication channels used by intelligence agencies, analyze data from online forums and chat
rooms, anduse undercover operations to infiltrate criminal networks.
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Finally, the dark web can be used for cyberbullying and harassment, particularly in the form of doxing. To detect
cyberbullying on the dark web, security professionals can use advanced monitoring tools to scan online forums and
chat rooms for instances of doxing and other types of harassment. They can also use machine learning algorithms to
identify pat-terns of behavior that suggest cyberbullying and harassment.

V.STRATEGIES TO DETECT THREAT ON DARK NET

The first strategy is network monitoring, which involves using specialized software to analyze network traffic and
detect potential threats. This can help identify the presence of malware, ransomware, or botnets and take steps to
quarantine and remove them from the network.

The second strategy is data encryption, which involves using complex algorithms to scramble data, making it unreadable
to unauthorized users. This can help protect sensitive information from being intercepted or stolen, reducing the
likelihood of data breaches and other security incidents.

Collaboration and information sharing are also important strategies for detecting and mitigating threats on the dark net.
By pooling resources and expertise, law enforcement agencies, government agencies, and other organizations can better
detectand respond to threats as they arise.

User education and awareness is another strategy for pre- venting criminal behavior on the dark net. This includes
raising awareness about the dangers of using anonymous marketplaces and the risks associated with engaging in illegal
activitiesonline.

Improved legal frameworks can help deter criminal activity on the dark net by providing clear guidelines and
penalties for illegal activities. This includes legislation to regulate the use of anonymizing software like Tor and other
tools used for illegal activities. Proactive law enforcement involves taking steps to identify and disrupt criminal
activity on the dark net before it can cause significant harm. This includes using undercover agents to infiltrate online
criminal networks and disrupt their operations through targeted enforcement actions. Technological innovation is also a
key strategy for detecting and mitigating threats on the dark net. This includes the development of new tools and
techniques for identifying cyberthreats, as well as advances in encryption and other security technologies.

In conclusion, these seven strategies are critical components of an effective approach to detecting and mitigating threats
on the dark net. By employing a combination of these strategies and working together, law enforcement agencies,
government agencies, and other organizations can help protect individuals and organizations from the significant risks
posed by the dark net

VI. RESULTS AND DISCUSSION

The Dark Web is a platform where illegal activities thrive, and this poses a significant challenge for law enforcement
agencies. According to our research, the seven primary threats associated with the Dark Web require distinct
approaches for detection and mitigation. To detect cybercrime, terrorist activities, illegal goods and services, child
exploitation and trafficking, fraud, intelligence gathering, cyberbullying, and harassment, the use of advanced
monitoring and analysis tools, machine learning algorithms, and specialized software can be helpful. Collaborative
efforts, information sharing, user education and awareness, enhanced legal frameworks, proactive law enforcement,
and technological innovation are essential elements of an effective approach to detecting and mitigating threats on the
Dark Web. However, these strategies have limitations. The onion router provides anonymity to criminals, making it
challenging to track them down. Addition- ally, the vast and unpredictable Dark Web ecosystem presents significant
difficulties in locating them. Forensic investigations are further complicated by the use of end-to-end encryp- tion.
Therefore, additional research is necessary to develop innovative methods to overcome these challenges and reduce
crime on the Dark Web. In conclusion, the Dark Web presents a complex and challenging platform for law enforcement
agencies striving to reduce crime. While the onion router provides anonymity to criminals, it also poses challenges in
tracking them down. Our study recommends further research to identify Dark Web criminals using innovative
techniques. The analysis of crypto markets and Dark Web discussion forums is critical for forensic investigations.
Digital evidence should be processed following law enforcement protocols to apprehend criminals and shut down illicit
Dark Web sites. By employing a combination of strategies and working together, we can help safeguard individuals
and organizations from the significant risks posed by the Dark Web.
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VII. CONCLUSION

The dark web serves as a breeding ground for a myriad of cyber threats, posing significant risks to individuals and
organizations alike. This study delved into the complex landscape of the dark web, analyzing its structure, prevalent
threats, and potential vulnerabilities. Findings underscore the urgent need for robust cybersecurity measures to counter
the evolving tactics of cybercriminals operating within this clandestine environment. Effective dark web monitoring,
incident response planning, and continuous education are essential for mitigating risks and safeguarding digital assets.
As technology advances, so too will the challenges posed by the dark web, necessitating ongoing research and
collaboration to stay ahead of emerging threats.
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