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Spy Programs and Methods of Protection
from Them

Turdimatov M.M.!, Saidvalikhonov S.2, Ashirmatov O.M.*
Fergana branch of Tashkent University of Information Technologies named after Muhammad al-

Khwarizmi, Uzbekistan. '*

ABSTRACT: This article examines the research and development of radio electronic devices that protect
information in public facilities and private homes, in which the following key issues are addressed. One of the
most common means of illegally obtaining information is the use of covert hearing aids, and based on their
analytical study, a device design has been proposed that works in contrast to covert hearing aids and
automatically detects their location.

Based on this research, it can be used to protect acoustic information in public facilities, as well as to
protect confidential speech in protected facilities in the commercial sector.

KEYWORDS: spyware, radio electronic device, radio, spy devices, covert hearing, acoustic, automatic
detector, confidential, radio beetle.

KOCYC JACTYPJIAP BA YJIAPJAH XUMOSAJAHUII YCYJIVIAPH
Typaumaros M.M.!, Canasanuxonos C.;, Amupmaros O.M.:
Myxammao anv-Xopasmuti Homudaeu Towkenm axbopom mexnonocusanapu ynueepcumemu Papeona
unuanu. Ysbexucmon.

Annomauun: Ywoby maxonaoa daeram o00beKmMiapu 8a Xycycuil XOHao0oHIapoa axoopomiapHu Xumos
KUTY8YU PAOUOINEKMPOH KYPUIMAHU MAOKUK KUAUWL 84 APAMULL MACANACU Ypeanuiean 0yaub, yHoa Kytuoazu
acocuii macananap y3 ewumunu monean. Hoxomynuil pasuwioa mawviymom OAUWHUHZ dHE KeHe MAapKaicaH
socumManapoan OUpu AUUPUHYA DWUMUW KYPUIMALAPUHY KYAIanuwy 0Yaud, YaapHu maxauiuil ypeanuud
acocuoa  AWUPUHYA DWUMUWL  KYPUIMALApu2d Kapama-Kapuiu Uwiogyu 8a YVIAPHUHZ JHCOUNAULYSUHU
A8MOMAMUK AHUKIOBYU KYPUIMA TOUXACU MAKIUQD SMUT2AH.

Ywby maoxuxkomnap acocuda oasram obvekmaapuda axKycCmuk axO0pOmMIapHU SUUMUWLOAH XaMOd
MUACOPAM COXACUOA2U XUMOSIAH2AH 00BbEKMAAPUOa KOHGeOeHYUan Cy3niautyeiapHu XUMos KUIuul Y4yH Xam
KYINAHUTUUWY MYMKUH.

Kanum cy3nap: scocyc oacmypaap, paouosieKmpon Kypuima , paouod3uumauy, atuoKyu Kypuimanap,
SWUPUH DUUMUL, AKYCMUK, A8MOMAMUK AHUKIO8YU, KOHpEOeHYUAL, paouo KyH2U3.

AHHOTALIHA

B oannou cmamve paccmampuearomcs uccreoosanusi u paspabomru paouodieKmpoHHbIX CPeoCme
3auumsl UH@OpMAYUU 6 0OWECMBEHHBIX 00BEKMAX U YACMHLIX 00MAX, 8 KOMOPLIX Peaomcs ciedyloujue
Ktouesvle onpocwl. OOHUM U3 Hauboiee pacnpoCmMpPaHeHHbIX CNOC0008 He3aKOHHO20 NOJyHeHUs uHpopmayuu
AGNAEMC  UCNONL30BAHUE CKPLIMbIX CIYX08bIX annapamos, U HA OCHOBE UX AHAIUMUYECKO20 U3VUEHUS
npeonodcena KOHCMPYKYus ycmpolicmsd, pabomainowe2o 8 omiuyue om CKpbIMblX CIYXO08bIX AnNNApamos u
asmomamuieck Onpedesionje2o ux MecmoHaxoxicoeHue.

Ha ocHosanuu 5moco uccie008anus €20 MOMCHO UCHOIb308AMb O 3AWUMbL  AKYCIMUYECKOU
uHgopmayuu 8 00WEeCMBEHHbIX NOMeWjeHUsax, a makxdxice ONa 3Auumsl KOHPUOEHYUATbHBIX pPA32080PO8 8
OXPAHACMBIX NOMEUICHUAX 8 KOMMEPUECKOM CeKmope.

Busra MabayMKH, pakaMid KOMITBIOTEp acpd QYHETa MHTEPHET, raJKeTiap, CYHBHHA HHTEIUICKT,
aKWJUTH KypuJiMajap alrOpUTMIIApUHH Oepau, yinap KyH cailH pHUBOXIAHHO Ba TakoMWUIammO OOpMoKIa.
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Bupoxk, Oup xarop >xuanuit MyaMMonap manno 0ynam - kudepxaBpcu3muk, Max(uit MabIyMOTIIAPHU YFUpPIIAILL,
TeneoH cyxOariaapuHu THHriIam. OXupru Myammo aiHMkca nonzapOamp. lO3mab Mukpo kamepanap Ba
MHUKpO(OHIAap MaBXKyJ. YJapAaH »OCYCIMK Makcagunaa ¢olpanaHyBumwiap cOHH opTuO Oopmokna. By
KypuiMajap MabJiyMOTHH CHMCH3 y3aTaau Ba KaM KyBBaT capduaiimu. Llly myHocabar OwiaH Kym4mink
(olinananyBumiIap JOMMO yiiia, Ul Koinaa €ku opucaa THHIJIALI BOCHTACHHH KaHAAH TONMUII MYMKHHJIHMIH
ownan Kusukuimaguf1].

BysryHummap »KOCYCIMK JacTypjlapyHM Oup Heya Makcajjapia HIUIaTUINAAW, MacaiaH
KMMMaT0axo HapCaJlapHUHT JKOWIAIIYBH TYFPHUCHAA MabIyMOT OJHMII: ONTHH, 3aprapiuk OyroMiapH, BallloTa,
KUPUII KOJJIapH, KUMMATIIN KOFO3J1ap;

* TIDKOpAT MabIyMOTIApH: KYIIWIHUII, KYIINO OJHII, COTHO ONMII pekallapH, KaJpJapHHU Y3rapTHPHIL,
PHBO>KIIAHHII TEXHOJIOTHSIIAPH Ba peKalapH;

* MIaHTaX KWinil, (oifga onum yayH QoiiianaHniagural maxcuii MabIyMOTJIap Ba XOKa30 IIy KaOuiap.

Xumost Bazudacu HUpUMK OM3HECMEHnap, cuécaTdwiap Ba MIOy-OM3HEC IOJAY3/napd Y4yH
Jon3apoaup. AWFOKYM KypuiMmajap acCOPTUMEHTH 03J1a0 HapcalapHH Y3 WuMra ojaad. Yiaa THHIJIALIHH
KaHJall aHMKJIall MYMKHHIIUTH XaKUJaryd CaBoJjHU ypraHap 9KaHMU3, XO3UPIU NAlTAa Te3-Te3 YpHaTWIAIUraH
Ky3aTyB I'a/pKeTIapUHUHT TaCHU(H, KYPUHHUIIHN OMIaH TAHUIINO YTUIIUMHU3 3apyp.

VYckyHara macodanaH OomIKapuml MmyiaTh OWSIaH y3aTTMYHU KAl OTHIN, KeWHHI'M DKCTPAKCHS, MaxCyc
CTETOCKOIUTAP, SHIOCKOILIAp, MUHH BUACOpPETUCTpaTopiaap (€3yB, OHIANH), KypriMa TpadUTUHU YKHUII KHPaIH.
VYnap kynua4Ya MeOen, qeBopiapra ypHaTHiIa u €K1 KyHIAINK Hapcanapra SIupuHaIH.

VinapHu HazopaT KWIMII ycy/ulapu KyWHaarwiaap, MacajlaH oOJiMi oJgaM YYyH Maxcyc
XM3MaTJIapHUHT TIpo)ecCHOHaN Ky3aTyB Ta/UKETJIAPUHMA TOIMII JAESpAM MYMKHH 3Mac. Arap CH3HHHT
paKoOaTUMIApUHTU3 OMMara O4MK XaBacKop YCKyHalapnaaH QoiinamaHran xoima Ky3aTaéTrad Oyica, y Xosiga
XOHa/la THHTJIAIIHN Y3WHTU3 KaHAal aHukiIamHu O6atadcun ypranuar|l]. bup Hedta TeXHUK ycyiuap MaBXyI,
MacalaH YpHATUIIHUHT 3HI MAIIXyp >KOWIApUHH TEKIIMPHHT: PO3eTKaiap, KaluTiap, afzanrepiap, Oypuakmap,
IaMOJIJIATUII TEIUKIIAPH, KOPHHU3JIAp, F00Kasap.

KyBypnapHu, GarapednapHH, KaJIAT TEIIUKIAPHHHA TEKUIMPUHT, KUYUK 3JIEKTP KHUXO03JIapUHHU
KHCMJIapra aKpaTUHT: CTOJ coaTiapH, MapIIpyTH3aTopiap, dJIEKTp YOHHAKIAp, XaTTOKH MHKpPO(]OH, KaMepaHu
KYPUII TEIIUTH XaM OYIUIIN MyMKUH.

VYinap moOwis TenedoH, MopraTMB AMHAMUK €ku mnact cudariau TeiaedoH THHTIam (OH
MIOBKUHJIAPMHY SpaTaau. YIapHu TenedoH opKaiu cyx0aT JaBoMH/a aHUKJIAll OCOH. THHIJIAN TOBYIIHH KalTa
MIuI1ad YMKapyBYd KypriManapaa Oupo3 SIIUTHIAANTaH MOBKUHIIAPHH KEJITHPUO YUKAPHUIT MYMKHH.

Maxcyc xuxo3nap cudarnaa y3aTrnujiap MablyMOTIApHM y3aTHII Y4yH XapOuil Ba OoIKa
JlaBiaT XU3MaTJIapyu TOMOHHUIAH Oanj OynMaraH Oeryn dactoTanapiaan ¢oinanaHagu. by ymapHusr 3audmurm.
Xo3upa coTyB/la CUTHAJUIAPHM yIUIAHUraH Ba FOKOPH aHUKJIMK OMJIaH THHIJIAII XKONMHU aHUKJIAIl MMKOHWHH
OepyBuM Maxcyc pagyo JETEKTOpIapHH Takaud STHIIMOKAA. SMMpHH KaMepa JIeTeKTOPH XaTTo HIIIaMaiiuran
Ky3aTyB KypHJIMaJapHHU XaM aHUKJIail onaxu. MyTaxaccuciapHUHT €paaMuia, MacanaH KyNriuHa XaB(cu3nmk
areHTJIMKJIApU Ba IIyHTa YXIIall YCKyHaJapHHU COTAIHraH KOMIAHMAJAP >KOCYCIHK NacTypIapHHH aHHUKJIAII
XM3MaTJIApUHU Takin( Kwiumamyd. by oHr KkuMMaT Ba camapaiu ycyi. bymap M4ky MakoHIa THUHIJIAIIHH
AQHHUKJIAIIHUHT aCOCHH yCylIapuaaH Oupuamp.

Kysatumman onguHM onmml y4uyH yiza €KkM KBapTHUpaZa Ha30paTHH YpHATHUHT, OErOHaJapHHHT
COBFAJIAPWHU TUKKAT OWMIaH TEKIIUPHUHT. YUUHTH3IATH (akaT WIIOHWIM OJaMra aiTHO, Ha3apHSIHTM3HH CHHA0
KYpHUII y4yH Ae3uHpopManmsaaH QoinananuHr. Arap y naigo Oyica, nemak, cu3 anbarra Ky3aTHIAsIICH3.
OducHr MUHAMAN  ycIyO/a KMXO03JIall TaBCcusl 3THIIaH, Oy 3ca y3aTrid sKOMIAIINIIN MyMKHH OYIraH >koiiap
COHHMHH KaMaiTupaau.

Arap cu3 yijga SIIMTHII BOCUTACHHM TONMIIMHIH3 Kepak Oyinca, JeKWH OyHM Y3WHIM3 Kuila
OJIMaCaHT'M3, MyTaxaccHuciapra MypoXkaaT KWIHHT €KUM KyHuIara ycyinaas Qoigananuxr.

MabIyMOTJIAPDHH YHKHO KeTHIIIAH CAKJIAII yCyJUIApH.

Opnatna, paguo THHDIIOBYH Kypuiamanap "paanodmutruaiap” 30 ... 500 MI'tc opanuruna 6up gactotaaa
nacT KyBBatHU (5 MBTrada) unkapaau. baszan OyHmal KypuiaMmaiap KyTHII PeKUMUIA UILIANIM: yiaap XoHaaa
IIOBKUH MaBxXy/[ Oynrana (Oy OaTapes KyBBaTHIAH TeXKaMKOpP (OWTaTaHUNTHY TAbMUHIANIN) EKH Tele)OHHH
KyTapragaa y3atum yayH ¢xmnaan. "byre" 220 B tapMoxnaH momMuii paBumiga KyBBATIAHWIIA MYMKHH - Oy
XOJ1/1a ylap po3eTKaiap €Kd YT TeITUKIAPUHUHT HYUIa KOUIamras 0ymau.
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IOkopuaa kenTupwiIran cxema KeHT Mojocaiu Kynpukiau P® kydnanum nerexropu 0ymuo, y 1 ... 200
MI'Tc wacroTra Ouama3oHHHH Kampad omagn (MHKpOTYNKWHIM muamazoHma VDI ... VD6 pumommapuman
(olimanaHwiaraHna, WIIYH JUANA30HHW KCHTaWTHPHII MYMKHH) Ba Macodamzard paanodIIUTTHYHHA aHUKIIAII
UMKOHWHU Oepaan. TaxmuHaH 0,5 ...1 M (0y TpaHCMHTTEpHUHT Ky4nra OOFIIHK).

Masbnymky, 0,5 B gan nact napakagard 4acToTaldd Ky4lIaHUIIHY Yidam aymutakadol 0,2 ... 0,3 B
Ja Gapya SpuUM YTKa3TUWIN AWOUIAp yIAPHWHT OKUM KyWIaHWII XYCYCHSTIAPHHUHT Y3UTa XOCIHTH Ty(ainu
AHWKJIAII BaKTHUAA caMapacu3 0yau0 KoJIumy OmiaH MypakkaOiamamim.

Taxkmud stunaérran ymby cxemMa MyBO3aHATIM [HOTra 4Ypaamiid Kynpuk éEppamuaa mact AC
KyWIaHUILIAPUHE YiI4all yayH MabiyM ycyinan doitnananaau. VD3, VD4 nuojiapu opKaid OKaJuraH KHIuK
OKMM aHHUKJAIl INapTiIapuHM AXIIWIaiAu (Ce3yBUaHIMKHU OIIMpaau) Ba OHp XWJI aMIUIUTYyAa-4acToTa
XapaKTepUCTHKACH OWJIaH YI9aHraH KYy4JIaHWII JapakacHHUHI IacTKH uerapacuHu 20 mMBrawa cypum
UMKOHMHU Oepann[2,4].

VDS, VD6 puopnapu KYNPUKHUHT WKKUHYMA KYJWHU TAIIKWJI KWIagd Ba KOHTAKTIAPHHHT
3aHTJIAIUTa ONHO KeNaJWraH TepMall CTaO0WIu3almsiciHU TapMuHmaian. D1.2 ... D1.4 MuxpocxeMacHHUHT
3JEMEHTIapUIa yu Japa)kalld KoMIapaTopiap Hurunany, ynapHuar ynkunuiapura JIEJ] kypcarkuunapu XL1 ...
XL3 ymamamgu. VD1, VD2 mumommapu 1,4 B kxywraHum crabuinm3atopiapu cudaruga HOUIATHIAOA, Oy
3aH)KUPHHUHT KEHI' KyWIH Ky9IaHUIINIa OapKapop HIIAK yayH 3apypaup. Kypunmanas doiinanaHun Mabiym
KYHUKMaJIapHH Tanad Kuilaau, YyHKH CXeMa JKyZla Ce3rMp Ba Xap KaHAal paJuo 3MUCCHSCHHH, MacallaH, KaOyi
KWITHY KM TEJIEBU3OPHHUHT I[BETOPOJAWHUHMHI WIUIAMIMHY, IIYHUHTAEK YTKa3yBUaH I03ajapAaH HMKKWIaMYH
KaiiTa HypJlIaHUIIHU KaOyJ1 Kuia oJaIu.

Acmupa "PammosmuTrud" HH TONMIIHM OCOHJAIUTHPUIN YYyH CH3 TYpIH Y3YHJIHUKIarud
AIMAIITHPWIAZNIaH aHTeHHA NHHIapuaaH (GoWaaIaHUIIMHIM3 MYMKHH, Oy KOHTaKTJIADHUHT 3aHIJIAIINTa 0JIM0
KEJHIITH MyMKHH.

Kypunmanu mnuiatranna, P2 pesucropnn HL3 MHIMKATOPUHHWHT MOpJAIIWTa dSPHUINUIT Kepak. by
¢oHra HucOaraH AacCTIAOKM CE3THPIIMK AapaKacUHM Oenrwiaiinyu. AHTEHHa pajauo SMHccHs ManOacura
KyTapwiranaa, KaOyJl KWIMHIaH CHUTHAJHWHI aMmIunTyzaacu optud Oopumm Owian HL2 Ba HL1 JIE nmapn
nopJjamHy Oonuamu kepak. P9 tpumMMuHT pe3ncTopu OMiaH KOHTAKTIAPHUHT 3aHTJIAIINra OO KeJHIIH Oup
MapTa amalra OmMpHuiIaay (KypruiIMaHu AacTiIaOKy YpHATHUII BaKTH/IA TAKKOCIATMYHUHT CE3THPIINK Yerapajiapy
Jlapakacu yHra 0oriuk)[3].

Cxema 7D-0.125D akkymynstopu €ku “KpoHa” THnMIaru akkyMmyJsiTop OnmiiaH KyBBaTJIaHaaH Ba
KyBBaT MaHOan 6B ra kamalTupwIraHa uiiaiBepaIu.

Cxemama Ky#dunmaruwnap KyJulaHWwiIagu: YysrapyBdad pesuctopiap P2 tumummarn  CII3-36  (xyn
Oypwmmnum), P9 tumumaru CI13-19a, 6omka pesuctopriap - C2-23 typu; konaencatopiaap Cl ... C4, typu K10-
17; coker X1, I'4.0 typu, Cl xamutu, I1J1-9-2 typm. JIE/lnmapau xap kaHmaii acO6oOmap cepusicu OunaH
AIMAIITHPHII MyMKHH (TTACT OKUM HCTEBbMOJIN OMIIaH yiap Kyna EpKUH IMOpIaniin).
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Bu3 acocaH panmnoSMIUTKUYHN KaHAll WHFUII MyMKHHJINTHHE XaM KypuO unkamu3. MacanaHs, ¥3
KYJIUHIU3 OWIaH DPajuO’IIUTTHYHM KaHIal Wuruin MyMkuH? Jlespau xap OMp TEeXHHK €K pajJno XaBackop Oy
caBoJHHM Oepajy Ba Te3-Te3 PaJu0 KYHFU3JIAPHUHI TAHUKIW IU3aiHIAPUHH TaKpopiaaw, Macaiad, "Pamuo"
JKYpHATUIAH €KU TypaM XWJI pajuo XaBacKop caWTiapujgaH €KM HHTEpHETJaH KalTa-KaiiTa Hallp 3TUITaH
JuarpaMManapzas Qoiinananaauiap.

Xed KuUMra CHp 5MAacKkd, WHTEpHETJaru cadmiapia XOWIAIITUPWITaH pajuOTyJIKUHIAp, THHIJIAII
KypUJIMaJapH, Pajnuo y3aTKW4 CXEMaJapHHUHT SIPMH Typiu cababiapra kypa unulamaiau. Paguo KyHFU3
CXEMaJIAPUHUHT UKKUHYH SpMH, MyBah(HaKuATIA TaKpOpJIaHTaHAaH CYHT, HOKyJai €Ku co3iam KuinH OYnany,
aitHuKca, OyHIall KypriMaaapHH JOHNXanamaa Taxpruoa kam Oyica.

BynapuuHT Gapyacu ONIWH 31U, JEKHH SHIM CH3ra IOKOpU CH(ATIH, WIIIAWANraH, MAUHHATIOpA Paano
MaéK Kepak 0yica, yHu KyWuaarnnap acocuaa HUTHIT MyMKHH.

Cxemaza KeNTHPWITAH 3JEMEHTIAD acocuaa KypWiMaHH Taiépiaml ydyH YHHHT TEXHHUK
XapaKTEePUCTUKACHUTa YBTHOOP KApaTHHT.

Antena

1.5-5V

ca

R3-MPKM SV it

YHUHT TeXHUK XyCYCHUSTIIapH:
-unIam gyacroracu: 85 - 115 MI'tc;
-TabMHUHOT KywiaHumu: 2-12 B;
-xapakat paguycu: 100 metp;
-Ymuamnapu: 18x10x3 mm.
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buz kmmmmMmu3 Kepak OYnraH sroHa Hapca ydTa CHMHHM eJUMJIALIIUp - Oyllap dJIeKTp CHMIIapu Ba
aHTeHHa cuMiapu. PoTocypaTaa TETHIUIM YTKa3THUWIAPHUHT MYXHM HyKTajJapu KypcaTwiradH. AHTEHHa Xap
KaHAal y3yHJIMKIa ONMHUIIM MYMKHH, OXHUPTH KypHWJIMAHHWHI JIW3aifiHM acocupaa, XyAOu LIy Hapca KyBBaT
MaHOaura XaMm Terunuim (Macanas, 2 gad 12 B raua).

Paguosmmrriy CM/] komnoHeHTIapuaa iurmwirad[4,5], IIyHUHT yYyH y 9HT KHYHK XaXMra 3ra.
Paano KyHFU3M HIyHYAJIMK KMYKMHAKH, Y, MacaiaH, MoOWI TenedoH EKM YHHUHT 3apsAJIOBYM KypUIMAcHura Moc
kenaau. [lapamerpnap HyKTaw HazapuaaH pPaJAUOUTIHYIAPHUHT aKcapusaT Au3aiiHmapu cunrapu, 88 - 108
Merarepll opajifyja JacToTaja MIUIaiI, MUKPO(GOHHUHT CE3THPIIMTH TaXMUHAH 5 METPHU TALIKHWI KUJIalu,
THUHY XOHAJa CU3 JEBOP COATUHHHT INUTHPJIAIIMHY SIMIUTUIINHTU3 MyMKHH.

Pagnosmmtriy 3-12 BoAT KywiaHUII OWIaH KyBBAaTJIAHAM, PaJHOIIUTIMYHUHT HUIUIAII BAaKTHHU
OIIMPHII y4yH CH3 MOGHMI Tesedoran litum-ion Gatapesian (oiiataHUIIMATE3 MYMKHH. Y Tdamiap, an6arra,
OpTajH, JISKUH PaJHO3IINTINY Oup Heda XadTa nuutaiian. AHTeHHa y3yHJIMTd TaxmMuHaH 70 canTuMmerp Oynran
M30JSIMSUIAHTaH CUMHUHT OWp KHCMHAMp, arap CH3 aHTeHHaHW YPHATMAacaHTM3, KYHFU3HUHI Macodacu
TaXMHHaH 15 MeTpHH Tamkuia Kuiagu. TpaHCMUTTepHUHT Macodacu Kypuil yn3uruaa taxmuHan 100 meTpHH
TAIIKWI KUJIaau.

MocnamTupyIl y9yH paano MHKpO(OH co3namHy Tanad KWiIMaiau Ba TabMHHOT KyWIaHUIIH
KYJUTaHWITaHIAH CYHT Jnapxon unuraid Oomumaiiam. dakat xap Kanmait @M pagmo KaOynl KWITHYHH OJIMII Ba
paguo y3aTTHMYHMHI YacTOTACHHM CO3Jall Kojagu. Arap y OMpHHYM MapTa HIIaMaca, KHYHK CMJ TPUMMEp
KOHJICHCATOPUHN OMpPO3 alIaHTHPHO KYPHHT, JICKHH YHH OCOHTMHA MIMKACTIAIl Y4yH SXTHET OyimHr. 88 nan
108 MI'Tc raya OynraH auanasoHna, co3jaml MaWTHIAA CHU3 PAIMOSIIMTTHY OBO3MHHM JmmurTacus. PakarrnHa
KYPHUHUILIHYU CO3JAall Ba PAJUO y3aTyBUM KypMJIMAHUHT MIUIAMIMAH 3aBKJIaHUII KOJIaIu.
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