e-ISSN:2582-7219

31 =2 =
(T gz 8
ro71

S

INTERNATIONAL JOURNAL OF

MULTIDISCIPLINARY RESEARCH
IN SCIENCE, ENGINEERING AND TECHNOLOGY

Volume 7, Issue 11, November 2024

INTERNATIONAL
STANDARD

SERIAL Impact Factor: 7.521
NUMBER

INDIA

© DA

! 6381 907 438 6381 907 438 ijmrset@gmail.com . www.ijmrset.com



©2024 IJMRSET | Volume 7, Issue 11, November 2024| DOI: 10.15680/IJMRSET.2024.0711039

INRNEpRLYZPIVE | www.ijmrset.com | Impact Factor: 7.521| ESTD Year: 2018|

AUREL o . g .
.45‘!9 < International Journal of Multidisciplinary Research in
55 TN E . . .

Jj@ﬁ Science, Engineering and Technology (IJMRSET)
IIMI‘SET (A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

Blockchain-Powered Voting System for
College Elections

AdKkar Rohit!, Pathan Mohammad Kaif Asif?>, Aggrwal Keshav?, Prof.Avhad G.T*

Department of Computer Engineering, Vishwabharati Academy’s College of Engineering, Ahmednagar, India'->**

ABSTRACT: Efficient voting systems are critical for democratic processes, but traditional methods often encounter
challenges related to security, transparency, and accessibility. This project presents a college-level voting system
designed to address these issues using the MERN stack (MongoDB, Express.js, React, Node.js), providing a secure,
scalable, and user-friendly platform for voting. The system integrates React for an interactive user interface, Node.js
with Express.js for a robust backend, and MongoDB to securely store user data and voting records. Key security
measures, such as user authentication, data encryption, and secure data storage, are incorporated to prevent tampering
and ensure the integrity of voting records.

The system's backend is structured to handle high traffic and prevent data breaches, leveraging MongoDB's flexible
schema and Node.js’s asynchronous architecture. Voters can cast their votes, verify their submissions, and receive real-
time feedback. The system is accessible from any device, providing students with flexibility in voting while reducing
the dependency on traditional, labor-intensive voting methods. With a focus on accessibility, transparency, and
security, this MERN-based voting system offers a modern solution to college-level voting, potentially paving the way
for more reliable and effective digital voting solutions.
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I. INTRODUCTION

Voting is a cornerstone of democratic systems, enabling individuals to participate in decision-making processes. In
educational institutions, voting is essential for events such as student council elections, club leadership, and various
other decision-making processes that impact the student body. Traditional voting methods, however, face challenges
such as logistical complexity, time consumption, and risks related to tampering and fraud. These issues highlight the
need for a secure, efficient, and transparent digital voting solution that can meet the unique demands of a college
environment.

This project introduces a digital voting system designed specifically for college-level use, leveraging the MERN stack
(MongoDB, Express.js, React, and Node.js) to provide a reliable and scalable platform. The use of the MERN stack not
only enables a responsive user interface but also offers a secure and organized backend system. Key features of the
system include robust user authentication to ensure voter legitimacy, data encryption for security, and real-time vote
tracking to enhance transparency. These features aim to mitigate the common challenges associated with traditional
voting, making the voting process more accessible and trustworthy for all participants.
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Voting is a cornerstone of democratic systems, enabling individuals to participate in decision-making processes. In
educational institutions, voting is essential for events such as student council elections, club leadership, and various
other decision-making processes that impact the student body. Traditional voting methods, however, face challenges
such as logistical complexity, time consumption, and risks related to tampering and fraud. These issues highlight the
need for a secure, efficient, and transparent digital voting solution that can meet the unique demands of a college
environment.

II. LITERATURE REVIEW

1. Sathya K., Saranya R. - "Blockchain-Based Secure Voting System"

Published in the International Journal of Computer Applications, 2022, this paper introduces a secure voting system
leveraging blockchain technology to ensure vote integrity and transparency. The research emphasizes the role of
cryptography and decentralization to protect against fraud and unauthorized access, providing valuable insights into
developing a highly secure voting platform that could enhance democratic processes.

2. Patel, B., Shah, J. - "A Study on Online Voting System Using Machine Learning Algorithms"

Presented at the International Conference on Advanced Computing, 2021, this study examines the use of machine
learning algorithms for authentication and voter verification within online voting systems. The research suggests that
integrating ML algorithms can improve voter authentication accuracy and prevent duplicate voting, which is essential
for maintaining the reliability of digital voting systems.

3. Wang, X,, Li, Y. - "Multi-Factor Authentication for Secure Online Voting Systems"

Published in the Journal of Information Security and Applications, 2023, this work highlights the importance of multi-
factor authentication (MFA) in safeguarding online voting systems. The study outlines how MFA can enhance voter
security by requiring multiple forms of identification, reducing the risk of unauthorized access and ensuring that each
vote is cast legitimately.

4. Singh, A., Kumar, V. - "An Analysis of Database Security Techniques for Online Voting"

Published in the IEEE Access Journal, 2020, this paper explores various database security methods to protect voter data
and voting records in digital voting systems. The study provides an in-depth analysis of data encryption, access control,
and secure database architectures, emphasizing the importance of safeguarding sensitive information in a voting
platform to prevent data breaches and tampering.

5. Chakraborty, S., Mishra, D. - "Implementing a User-Friendly Interface for E-Voting Systems"

Presented at the International Conference on Human-Computer Interaction, 2022, this research focuses on designing an
intuitive and accessible user interface for e-voting platforms. The study emphasizes that usability is a critical factor in
encouraging voter participation, especially for diverse user groups, and it offers best practices for creating an interface
that simplifies the voting process while maintaining a high level of functionality.

III. SYSTEM ARCHITECTURE

The illustration shows an efficient system built to identify potholes from videos, ascertain their measures and also help
assess the cost of road repair in an organized manner so as to schedule maintenance activities properly. Each
component in the system has a distinct functionality thus making it possible to detect, measure and perform the
necessary repairs with precision and effectiveness. Here’s a more relatable picture of how it actually functions:

The flow of information in the system is handled by the Input/Output Module. The process begins by recording a video
of the corridor that is to be scanned for potholes. Upon running through the system, the Output/Cost Module gives the
accrued output, which contains all the information about the costs associated with filling the potholes. This output
contains also the information about the Gantt chart and the materials needed making it easier for the maintenance crews
to schedule the works better.

As soon as the video is captured, the Preprocessing Module acts to convert the video into a suitable format for
processing. This phase involves adjusting every single image frame to fit into the required dimensions, in order that all
images are uniform and able to work with the machine that will analyze them. The frames become monochrome as
well, which lessens the amount of information and the processing power required hence enhancing the speed of the
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model’s operation. This preprocessing guarantees that no potholes will be missed when detecting their presence in
images.

In the Pothole Detection Module, the System uses the prepared pictures and a model like YOLOvVS to detect potholes.
The Training Model for Detection step is of primary importance in this respect; this is where the model is contrived to
change its parameters to identify the multitude of shapes, sizes, and appearances of potholes seen in different images.
Once the training has been completed, the model passes through a Testing and Fine-Tuning stage during which more
data is fed to it.
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Fig. 2: Proposed System Architecture
IV. BENEFITS OF PROPOSED SYSTEM

1. Enhanced Security and Integrity: The MERN-based voting system implements robust security protocols,
including encryption, multi-factor authentication, and secure data handling, which prevent tampering, unauthorized
access, and data breaches. This ensures that each vote cast is legitimate and securely recorded, fostering trust in the
voting process.

2. Real-Time Vote Tracking: The system provides real-time feedback on vote submissions, allowing voters to
confirm that their votes were successfully cast. This transparency improves the voting experience and helps
maintain voter confidence by enabling them to verify their participation.

3. Automated Verification Process: By integrating automated authentication and verification, the system reduces
the need for manual voter identity checks, streamlining the voting process. This automation speeds up voting
procedures, particularly useful in high-participation events where manual checks would be time-consuming.
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VI. CONCLUSION

The proposed MERN stack-based voting system offers an innovative, secure, and efficient solution tailored to college-
level voting needs. By leveraging modern web technologies and implementing robust security protocols, the system
addresses critical issues inherent in traditional voting methods, such as time consumption, potential for fraud, and lack
of accessibility. This platform enhances voting integrity through secure user authentication, real-time vote tracking, and
reliable data protection, ensuring that each vote is counted accurately and securely.

VII. FUTURE WORK

The future scope of this MERN-based voting system is broad, with potential expansions that could significantly
enhance its functionality, security, and accessibility. One key area for growth is its scalability, allowing the system to
handle larger elections beyond college settings, such as community or organizational voting, by adapting to higher
volumes of voters. Security could be further fortified by integrating blockchain technology, creating an immutable
ledger for vote storage and adding trust through transparency. Advanced authentication methods, such as multi-factor
authentication (MFA) or biometric verification, could also strengthen voter verification, reducing risks of
impersonation.

A mobile app version could be developed to improve accessibility, enabling users to vote conveniently from
smartphones and receive push notifications with updates and reminders. Data analytics integration would provide
insights into voting behavior and demographics, helping organizers optimize voter engagement and participation
strategies. The system could also be adapted to support diverse election formats, such as ranked-choice or proportional
representation voting, which would broaden its applicability.
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